Sun Microsystems Systems Architecture Committee

Committee Product Approval Committee

3. Interfaces

Interfaces Exported Interface Name Classification Comment

{LC_MESSAGES

Invocation: Evolving

Invocation: Evolving

priv_set_to_str

priv_getbynum priv_getsetbyname

priv_freeset priv_emptyset

priv_isemptyset priv_isfullset

priv_issubset priv_intersect

priv_inverse priv_addset priv_copyset

priv_ismember

ucred_free ucred_geteuid

ucred_getsuid ucred_getegid

ucred_getsgid ucred_getgroups

ucred_getpid

MODGETDEVPOLICY MODALLOCPRIV

AUE_MODDEVPLCY

Consolidation Consolidation

prpriv_t

New "defaultpriv" and "limitpriv" Consolidation Kernel function to allocate mblk from Consolidation

crgetruid crgetsuid crgetgid crgetsgid crgetgroups Consolidation

crsetruid crsetsuid crsetrgid crsetsgid crsetgroups

Consolidation

Consolidation priv_policy_only Consolidation

4.1 Device Privileges

4.2 Privilege Escalation Prevention

4.3 Distinction between Privileges and Authorizations

4.4 NFS Support for Privileges

Appendices

Appendix A: Technical Changes Required

Appendix B: Technical Changes Advised

Appendix C: Reference Material